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Foreword

This document contains the principal chapters of
a report submitted in August 1986 to the US
Congress by the Secretary of State. It was prepared
in fulfillment of Section 1247 of H.R. 2086, passed in
July 1985. The report was compiled by the
interagency Active Measures Working Group,
comprised of representatives from the Departments
of State, Defense, and Justice, the Central
Intelligence Agency, the Arms Control and
Disarmament Agency, and the US Information
Agency. ' .

The conclusion to be drawn from this report is
that there is a massive and highly organized effort by
the Soviet Union and its proxies to influence world
opinion. This effort includes public diplomacy to
enhance the Soviet image abroad and to further
Soviet policy objectives. It also includes a persistent,
widespread program of disinformation and deception

designed to discredit the US image abroad and
disrupt US foreign policy objectives. This program
has achieved successes in the past; without effective
responses by the US, it constitutes a threat to US
national interests.

Soviet active measures have shown no
diminution since General Secretary Gorbachev came
to power. During 1985-86, virtually the entire Soviet
leadership directly responsible for active measures

- changed; the new leaders have a more eclectic view of

world politics and are younger. Also, the Inter-
national Department of the Central Committee of the
Communist Party of the Soviet Union, which is
responsible for many active measures, has been
reorganized. These changes indicate a renewed
emphasis on active measures, and perhaps an
increase in both quantity and quality of such
deceptive activities for the foreseeable future.
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Chapter I

Executive Summary

Definition

The term active measures is a literal translation
from Russian, aktivnyye meropriyatiya, which
denotes covert or deceptive operations conducted in
support of Soviet foreign policy. Active measures are
distinct both from espionage and counterintelligence
and from traditional diplomatic and informational
activities. The goal of active measures is to influence
opinions and perceptions of governments and/or
publics to achieve a specific response.

Deceptiveness is the essence of active meas-
ures—disinformation and forgeries, front groups,
influence operations, media manipulation, and
clandestine radio broadcasts. Often these measures
involve covert activity, but not necessarily so.

Covertly implemented Soviet active measures are
the responsibility of Service A of the Committee on
State Security’s (KGB’s) First Chief Directorate,
which works in close coordination with the
International Department (ID) of the Central
Committee of the Communist Party of the Soviet
Union (CPSU). All Soviet agencies and represent-
atives abroad are potentially available to support or
participate in Soviet active measures campaigns.
Techniques include the following:

® Disinformation and Forgeries

Disinformation, a deliberate attempt to
deceive public or governmental opinion, can
be oral or written. Forged documents are
frequently used in attempts to discredit
individuals, institutions, or policies in such a
way as to damage US foreign policy interests.

® Front Groups and Friendship Societies

The ID coordinates activities of such front
organizations as the World Peace Council
(WPC) and the World Federation of Trade
Unions (WFTU), as well as local fronts and
friendship societies. Fronts normally present
themselves as nongovernmental, nonpolitical
organizations engaged in promoting such
desirable goals as world peace.

® Nonruling Communist and Leftist Parties

The ID is also responsible for liaison with
nonruling communist and leftist parties,
including socialist and social democratic
parties. Contacts with these parties are
usually overt, and are used to persuade the
parties to carry out specific political action or
propaganda campaigns on behalf of the
USSR.

® DPolitical Influence Operations

Agents of influence disguise their KGB
connection while taking an active role in
their nation’s governmental, political, press,
business, labor, or academic affairs. Their
object is to convert their influence in those
realms into real policy gains for the Soviet
Union. At times, the Soviets use unwitting
contacts to achieve similar results.

® Media Manipulation

The Soviets or other opponents of the United
States frequently place falsely attributed or
nonattributed materials in print and broad-
cast media. These materials, which contain
propaganda and/or disinformation, may
appear in a variety of media, such as regular
publications, clandestine broadcasts, or
specially printed brochures.

Although the term active measures is taken from
Russian and we generally think of active measures as
being Soviet in origin, active measures may
occasionally be generated against the United States
by other foreign powers. Yet, no state uses active
measures techniques as extensively or as effectively
as the USSR.

In studying active measures it is important to
understand that propaganda and other efforts
employed by the Soviets to influence public percep-
tions—such as cultural programs, radio broadcasting,
and publications—may not be active measures in
themselves, but may be the vehicles used to promote
and sustain active measures. For example, a
forgery—definitely an active measure—might sur-
face accusing the US of plotting to assassinate a



foreign leader. Even after being exposed by the
United States as a forgery, the content of the forged
document may be repeated, for instance, by Novosti
news agency. Thus, Novosti, an official propaganda
and information organ, is used to promote an active
measure. For this reason, Soviet propaganda and
public diplomacy efforts and means must be taken
into consideration when examining active measures.

The Soviet Foreign
Propaganda Apparatus

The policies for propaganda, as well as for active
measures, are decided by the Politburo, with inputs
from the International Department and other party
and government bodies. This large, highly cen-
tralized structure was reorganized in the spring of
1986, with the apparent intent of streamlining
decisionmaking. The new head of the ID, former
Soviet Ambassador to the US Anatoliy Dobrynin,
brings to his job considerable knowledge and
experience of how to deal with open societies. With
these changes, it is quite possible that not only the
quantity of active measures and propaganda will
increase, but also the quality and sophistication.

The Soviets devote major resources to dissem-
ination of anti-Western propaganda to a worldwide
audience. The primary vehicles are radio broad-
casting (more than 2,200 hours per week in more
than 80 languages) and news services (TASS has
offices in 126 countries, and Novosti news service
distributes information to at least 5,000 press and
information organs in 110 countries). Cultural
activities, scholarships (more than 55,000 Third
World students in the USSR), film, television, and
publication of books and magazines also play a part.

Soviet Active Measures in the
United States

Soviet active measures in the United States are
designed to discredit the US Government, promote
Soviet foreign policy objectives, and influence US
public opinion against US military, economic, and
political programs. The primary Soviet vehicles for
this are the Communist Party of the USA (CPUSA)
and its front groups, the two most prominent of which
are the US Peace Council (USPC) and the National
Council of American Soviet Friendship (NCASF).
The Soviets place extensive reliance on these groups
to support active measures and propaganda
campaigns within the United States.

Suviet KGB officers responsible for covert active
mewsiures operations are in frequent contact with
officiuls of these groups. The Soviet fronts in the

United States have been particularly instruted to
devote considerable attention to the USpeace
movement. CPUSA and its fronts (along withieveral
noncommunist organizations) have been invived in
the organization of several mass demonstations
against US Government policies, including tl April
20, 1985, “April Actions for Peace, Jobs and Jutice.”

The KGB is also keenly interested in rdigious
groups in the United States as a potential velicle for
the exercise of political influence and, more rcently,
as a means of manipulating opposition agapst US
disarmament policies, particularly inveased
spending for SDI. Also, as part of its canpaign
against US security policies, the KGB seks to
cultivate and target influential US ciizens,
particularly government officials, journaliss, and
political activists.

Soviet Front Organizations

Since the early 1920s the USSR has used front
organizations as a means of gaining waorldwide
support for its policies. Fronts are designed t appeal
to a broad range of opinion and to conceal their links
to the USSR and international communism They
invariably support Soviet propaganda themes, attack
the West, and never criticize the USSR.

The best known and largest front is the World
Peace Council (WPC). Founded in Paris in 1949 as
the World Committee of Partisans for Peace, the WPC
has been based in Helsinki since 1968. It now has
more than 140 affiliates including the US Peace
Council and the British Peace Assembly. The WPC
maintains extensive links to other communist fronts.
Although it claims otherwise, most of its expenses are
met by the Soviets and their East European allies.
Like all of the other Soviet fronts, the WPC operates
under the general direction of the ID.

There are several other major fronts. Virtually
every profession and interest group has an appro-
priate front: organized labor, scientists, lawyers,
Third World peoples, women, youth, students,
journalists. There are also “fronts-of-fronts,” groups
established by parent fronts to address particular
issues. A good example of this activity is the
CGenerals for Peace, a front of the WPC.

Fronts have extensively utilized the UN system
via consultative membership in the United Nations
as nongovernmental organizations (NGOs). Eleven
fronts, including the WPC, have differing types of
NGO status in one or more of the UN councils and
agencies.

The Soviets have tried to use the fronts to
influence the West European peace moveme nt toward
unification on an exclusively anti-US platform, but
this effort has not been successful. The fronts find it



difficult to cooperate with groups who have criticized
Soviet as well as Western policies.

Forgeries: An Instrument of
Active Measures

Soviet use of forgeries has, we believe, increased
in recent years, and has become more sophisticated.
Our best evidence that the Soviet Government is a
source of forgeries comes from numerous KGB
defectors, but rarely can we be absolutely certain that
a given forgery is Soviet. We are forced to rely on
circumstantial evidence, analysis of the document
itself, and the determination of whom the forgery
ultimately benefits.

Forgeries can be easily exposed as fakes, but
denial may never entirely offset the initial damage,
which can be compounded by repeated references to
the original forgery in Soviet or procommunist
media, often months or years after the primary
surfacing.

Forgeries are prepared by KGB specialists under
the supervision of the Active Measures Section,
Service A, of the KGB’s First Chief Directorate. In
certain cases, however, where timeliness is impor-
tant, the fake may be prepared by the local KGB
residency and take on an imperfect character
associated with a “rush job.” But given sufficient
time, virtually any type of document can be forged.
Still, even the best forgery can be unmasked by
analysis of errors that one experienced in the
mechanics and wording of US Government doc-
uments can detect.

The effectiveness of a forgery often depends more
on the predisposition of the recipient than on the
quality of the forgery. A recipient who is suspicious
of and hostile toward the United States is far more
likely to credit a forgery than one who is not. Because
of increasingly sophisticated journalists, many
forgeries never achieve uncritical publication and
appear only in communist or communist-dominated
media.

Agents of Influence

Agents of influence are individuals who support
and promote Soviet interests, either openly or
covertly. Often, the KGB is involved, but agents of
influence may come from virtually any profession.
Often, these individuals are recruited early in their
lives and are not called upon to represent Soviet
interests until they have achieved an influential
position in government, business, academia, or
media.

Agents of influence are motivated by a variety of
factors. Some may be blackmailed, but many support
the USSR for such other reasons as ideological
affinity, ego, political expediency, or financial
reward.

Arne Treholt, a former Norwegian Government
official, provides one of the best examples of a recent
agent of influence. Recruited in his early years, he
was activated by the Soviets after he took on a
responsible government position years later. He
actively advocated Soviet policies and positions in the
conduct of his responsibilities, and helped the Soviets
to receive favorable results during negotiations on
several issues. In 1985, Treholt was convicted and
jailed as a Soviet spy.






Chapter II

The Soviet Foreign Propaganda Apparatus

The Soviet Union devotes major resources to
convey Soviet views and disseminate anti-Western
propaganda to an increasingly large and diverse
audience. Moscow’s primary instruments for
attacking Western initiatives and promoting Soviet
policies on a day-to-day basis are its news agencies
and radio broadcasting, as well as reporting in the
foreign media. Many other activities that serve a
propaganda function—cultural activities, scholar-
ships, and high-level visits, for example—are used in
an effort to evoke in foreign audiences a positive
sentiment toward the Soviet Union and negate
Western influence.

TASS, the Soviet Union’s official news agency,
has offices in 126 countries. The USSR’s “unofficial”
news agency, APN (Novosti), distributes information
to at least 5,000 press and information organs in 110
countries. In contrast to TASS, APN places emphasis
on preparing propaganda tailored for individual
countries, particularly developing countries. This
effort includes using foreign nationals, introducing a
new teletype service, and relying more on
photographic materials. APN also conducts a grant
program that brings substantial numbers of foreign
journalists and public officials to the USSR. The
program, which in 1983 had 2,000 recipients, is
designed to encourage recipients to speak and write
favorably about the Soviet Union upon their return.

The Soviets have the capacity to reach virtually
every corner of the globe with their radio broadcasts.
For the past 20 years the Soviets have gradually been
increasing their radio broadcasts. By the end of 1985
they were broadcasting 2,215 hours per week in 82
languages. In addition to their overt broadcasts, the
Soviets run twe “unofficial” stations, which purport
not to be run by the Soviet Government, and sponsor
some clandestine radio stations that support Soviet
views.

The Soviets have a number of outlets for their
television broadcasts but, for the near term, Soviet
television is unlikely to have a major propaganda
impact. All direct broadcasts are aimed primarily at
the domestic audience and are conducted in Russian.
They can be picked up outside the USSR, but only
with special, expensive receiving equipment. The
Soviets do, however, place television programs
abroad through official agreements and by various
Soviet representatives abroad providing television

materials, usually at low or no cost, to commercial
outlets.

The Soviet Union carries out an extensive
cultural exchange program worldwide. As of 1985
the USSR had intergovernmental agreements or
formal programs with 120 countries. For the Soviets,
“cultural relations” is a broad term that includes such
activities as science, education, literature, music,
sports, and tourism. The breadth and diversity of
their cultural activities enable the Soviets to appeal
to a wide variety of foreign audiences. The Soviets
also provide numerous foreign scholarships,
particularly to students from developing countries.
In December 1984 more than 57,000 students from
developing countries were studying in the USSR.

International communist-front organizations,
although only covertly associated with the Soviet,
Union, are an integral part of the foreign propaganda
effort. These organizations hold conferences, sponsor
demonstrations, and produce publications which are
designed to rally world opinion around Soviet causes.

Propaganda policy is decided by basically the
same authority that approves Soviet foreign
policy—the Politburo—with inputs from the CPSU
Central Committee’s International Department and
other party and government bodies. A large, highly
centralized organization ensures that propaganda
supports policy and that the propaganda is flexible
enough to meet policy changes. The coordination of
the propaganda effort with the Soviet media organs is
largely the job of the ID.

Credibility of its news and infermaticn is &
serious problem for the Soviet Union. One means to
combat this problem is repetition. A particular
theme is channeled through a number of outlets, both
overt and covert, on the assumption that multiple
appearances will add to that theme’s credibility.
Increasingly, the USSR is using the foreign media as
a vehicle for its propaganda. Soviet commentators,
particularly since Mikhail Gorbachev became
General Secretary, have been appearing regularly in
the foreign media to present the Soviet version of
issues and events. ;

Timeliness is also a problem. Various incidents
have shown that the propaganda effort breaks down
quickly when instructions from the top are not
forthcoming or when bureaucratic interests are
conflicting. Close party controls and inflexible
bureaucratic procedures also contribute to inertia






