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On the cover (from Pravda, daily paper of the CPSU Central
Committee, October 31, 1986):

Caption above cartoon states: “The AIDS virus,
a terrible disease for which up to now no known
cure has been found, was, in the opinion of some
Western researchers, created in the laboratories
of the Pentagon.” The words on the flag
emanating from the beaker state: Virus “"AIDS.”
Caption below the cartoon reads:

“Pentagon (AIDS) specialists.”
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Preface

In response to legislation passed in 1985, the
Department of State on July 30, 1986, submitted to
Congress a document titled Active Measures: A
Report on the Substance and Process of Anti-U.S.
Disinformation and Propaganda Campaigns. This
report updates that document, focusing on events
and changes which occurred between June 1986 and
June 1987. Both reports were prepared by the
~ Active Measures Working Group.

The Active Measures Working Group is an
interagency committee chaired by the Department
of State. In addition to State, membership includes
representatives from the Central Intelligence
Agency, the U.S. Information Agency, the Arms
Control and Disarmament Agency, the Defense
Intelligence Agency, and the Departments of
Defense and Justice. The Working Group is devoted
to analyses of and responses to worldwide active
measures against the United States.

Propaganda is distinct from active measures,
yet the two are closely integrated in fulfillment of
Soviet foreign policy objectives. The definition of
propaganda used in this report is: information that
reflects the perceptions or perspectives of a
government—in this case, the Soviet Union. Active
measures—such as the use of front groups or the
spread of disinformation (lies)—are deceptive
operations that attempt to manipulate the opinions
and/or actions of individuals, publics, or
governments. They often are covert.

Active measures, the focus of this report, cannot
be discussed without also addressing propaganda.
The themes of propaganda are often reinforced by

‘and are the raison d’étre of active measures. Thus,

while the main purpose of this report is to reveal
and describe Soviet influence activities that are
deceptive and illegitimate, they will be discussed in

3 SRS

the overall context of Soviet propaganda.
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Definition

The term “active measures” is a literal
translation from Russian, aktivnyye meropriyatiya,
which denotes covert or deceptive operations
conducted in support of Soviet foreign policy.
Active measures are distinct both from espionage
and counterintelligence, and from traditional
diplomatic and informational activities. The goal of
active measures is to influence opinions and/or
actions of individuals, governments, and/or publics.

Deception is the essence of active measures.
Often these measures involve covert activity, but
not necessarily so.

Covertly implemented Soviet active measures
are the responsibility of Service A of the KGB First
Chief Directorate, which works in close
coordination with the International Department
(ID) of the Soviet Communist Party Central
Committee. All Soviet agencies and
representatives abroad are potentially available to
support or participate in Soviet active measures
campaigns. Techniques include the following:

e Disinformation and Forgeries

Disinformation, a deliberate attempt to deceive
public or governmental opinion, can be oral
and/or written. Forged documents are
frequently used in attempts to discredit
individuals, institutions, or policies in such a
way as to damage U.S. foreign policy interests.

e Front Groups and Friendship Societies

The ID coordinates activities of front

organizations such as the World Peace Council
and the World Federation of Trade Unions, as
well as local fronts and friendship societies.
Fronts normally present themselves as non-
governmental, non-political organizations
engaged in promoting desirable goals such as
world peace.

¢ Non-ruling Communist and Leftist
Parties

The ID is also responsible for liaison with non-
ruling communist and leftist parties. Contacts
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with these parties are usually overt, and oten
are used to persuade the parties to carry out
specific political action or propaganda
campaigns on behalf of the U.S.S.R.

e Political Influence Operations

Agents of influence disguise their KGB
connection while taking an active role in their
nation’s governmental, political, press,
business, labor, or academic affairs. Their
objective is to convert their influence in those
realms into real policy gains for the Soviet
Union. Attimes, the Soviets use unwitting
contacts to achieve similar resuits.

Although the term active measures is taken from
Russian and we generally think of active measures
as being Soviet in origin, active measures may
occasionally be generated against the United States
by other foreign powers. Yet, no state uses active
measures techniques as extensively or as effectively
as the U.S.S.R.

In studying active measures it is important to
understand that propaganda and other efforts
employed by the Soviets to influence public
perceptions—such as cultural programs, radio
broadcasting, and publications—may not be active
measures in themselves, but may be the vehicles
used to promote and sustain active measures. For
example, a forgery—definitely an active
measure—might surface accusing the United States
of plotting to assassinate a foreign leader. Even
after being exposed by the United Statesas a
forgery, the content of the forged document may be
repeated, for instance, by Novosti. Thus, Novosti,

" an official propaganda and information organ, is

used to promote an active measure. For this reason,
Soviet propaganda and public diplomacy efforts and
means must be taken into consideration when
examining active measures.



Executive Summary

The first three chapters of this document deal
with some of the bureaucratic structures used by
the Soviet Union in conducting active measures and
propaganda campaigns. Chapters IV and V address
two primary influence techniques—forgeries and
disinformation. Chapter VI explores the use of
deception and influence activities by using a case
study: the campaign on Afghanistan. The final
three chapters summarize Soviet influence
activities in Latin America, Africa, and the United
States. A briefoutline of these chapters is below.

In 1986, at least three bureaucratic changes in
the Soviet active measures apparatus took place
which are likely to have significant effect:

s organizational and personnel changes
within the World Peace Council (WPQC), the
pre-eminent Soviet front group which is
devoted to promoting the U.S.S.R.’s defense
and disarmament proposals and to
denigrating those of the United States;

s changes in the International Department
(ID) of the Central Committee of the
Communist Party of the Soviet Union
(CPSU), the bureaucratic organization
responsible overall for active measures; and

e addition of a Nonaligned Department in the
Ministry of Foreign Affairs.

The changes in the WPC probably will resultin
greater participation by Westerners in the WPC
decisionmaking process, facilitating the front’s
ability to interface with and influence Western
peace and religious groups. The changes in the ID
streamline it, and bring in a leader—former
Ambassador to the United States Anatoliy
Dobrynin—who is highly conversant with Western
society and media. The addition of a Nonaligned
Department institutionalizes the priority Moscow
places on the Nonaligned Movement’s activities and
political decisions, and probably cements
bureaucratic links to the KGB—an institution
intimately involved in many active measures.

One of the most important tools used in
furthering Soviet foreign policy objectives,
particularly in the areas of defense and arms
control, is religion. Moscow tightly controls
organized religion in the U.S.S.R., and members of
the various religious groups directly represent the
Kremlin’s policies. If they did not, they would

neither be allowed to serve in positions of authority
in those groups, nor to travel abroad to make
contact with foreigners. The upcoming Millennium
of Christianity in Russia will provide an opportuni-
ty for Moscow to portray the U.S.S.R. as tolerant of
religion and to mobilize visiting church representa-
tives on behalf of Soviet defense and disarmament
proposals.

The Soviet Peace Committee, formally the
Soviet Committee for the Defense of Peace, isa
group within the U.S.S.R. which promotes a nuclear
freeze, cessation of nuclear testing, scrapping of the
U.S. Strategic Defense Initiative, and nuclear
disarmament. The Soviet Peace Committee is
funded and directed by the Soviet Government. Itis
used to influence Western peace movements. Not
only do its members regularly interact with peace
groups in the United States and Europe, but the
Committee also seeks to orchestrate Western peace
group activities through such initiatives as the
“Peoples Peace Appeal”’—a petition campaign to
enlist people on behalf of Soviet disarmament
proposals.’

Forgeries increasingly are being used as a
means to spread disinformation about U.S. policies.
The chapter on forgeries presents samples of
forgeries which have surfaced since the summer of
1986. They demonstrate how the use of authentic
letterheads, accurate signatures, and fake text can
be combined to create forgeries that can have a
profoundly negative impact on U.S. foreign policy.
A false theme common to several of the forgeries—
which is evident in Soviet propaganda as well—is
that the United States is engaged in establishing a
military presence abroad for the purpose of
destabilizing other nations.

The active measures apparatus of the U.S.S.R.
generates a substantial amount of disinformation,
much of which is spread through media placements
rather than forgeries. One such campaign, an
attempt to spread false allegations that the United
States created the AIDS virus (acquired immuno-
deficiency syndrome virus) during biological
warfare research, is not even credible to the top
Soviet scientist working on the AIDS virus, Dr.
Viktor Zhdanov. Nevertheless, the U.S.S.R. has
printed the story in Soviet media—controlled by the
government—and encouraged its repetition in
foreign media.

The AIDS disinformation campaign is but one of
a series in which the U.S.S.R. attempts to identify

ix



the United States as a violator of the biologiecal
warfare convention, which prohibits research on
biological and toxin weapons. For example, the
United States has been accused of creating an
elhulc bomb that seiectively kiils people of one race
or group. Although most of these charges seem
absurd to many, they have repeatedly appeared in
Soviet and Third World media. One of the purposes
of such tales is to drive a wedge between the Third
World and the United States.

The United States is also falsely accused of
supplying chemical weapons to the resistance in
Afghanistan. This is but one of the themes ina
major active measures and propaganda campaign
which seeks to shift blame for the continuing war
onto the United States, while trying to justify the
Soviet occupation. There has even been an attempt
to deceive the world public about the level of the
Soviet presence. In October 1986, the U.S.S.R.
pledged to withdraw some troops; in reality, new
troops were introduced solely for the purpose of
demonstrating a withdrawal.

Soviet active measures and propaganda take
place against a backdrop of legitimate foreign
relations activities—economic, diplomatic, and
cultural interactions. Occasionally, legitimate
activities provide avenues for active measures and
propaganda. For example, student exchange
programs may be used to develop contacts who will
spy for or otherwise assist the U.S.SR.ina
deceptive manner. A Soviet diplomatic mission
may pressure or pay the local press to place
propaganda or disinformation in publications.

To illustrate legitimate foreign relations which
may be used to promote Soviet influence, a case
study of Soviet interactions in Latin America is
presented in Chapter VIII. Section two of that
chapter focuses on Soviet cultural and information
activities as an example of how the U.S.S.R. has

influenced perceptions and opinions of Latin

Americans, particularly in Nicaragua.

Africa provides a case study of how Sovietactive
measures—nuarticularly disinformation—are
conducted on a multi-country basis. Campaigns
such as those on AIDS and chemical and biological
warfare are carefully tailored for African audiences.
To demonstrate how the Soviet Union targets
Africa with anti-U 8. disinformation, a synopsis is
presented of false accusations leveled by Moscow
and repeated by world press. The basic charge,
initiated at the time of the Nonaligned Movement'’s
summit in Zimbabwe in 1986, was that the United
States had devoted significant funds and effortto a
program to disrupt the summit and damage the
Nonaligned Movement.

Chapter X details Soviet active measures in the
United States. Although such disinformationas the
AIDS story may make its way into the U.S. media,
the primary tool of active measures in the United
States is front groups. The National Council for
American-Soviet Friendship and the U.S. Peace
Council are two prominent fronts which are actively
engaged in influence activities. Both, for example,
are tasked to build relationships with U.S. peace
and religious groups. The purpose is to enlist U.S.
citizens in telephone, letter-writing, and petition
campaigns against U.S. defense and disarmament,
policies and in support of Soviet goals. Much of this
activity is conducted through “fronts of fronts” to
obscure Soviet direction and funding.

In conclusion, the Soviet Union isengagedin a
highly coordinated campaign to influence world
opinion through propaganda and, more insidiously,
through such active measures as disinformation
and front groups. This effort involves multiple
bureaucracies in the U.S.S. R.—and primarily the
International and Propaganda Departments of the
Central Committee of the CPSU, as well as the
KGB—and is approved by the highest levels of the
Kremlin. Perhaps the best summary of the intent
and effect of this effort is provided by a short
interchange with two former KGB agents,
contained in the concluding chapter.



Chapter I

Changes in the Soviet Active Measures
Apparatus During 1986

Organizational and personnel changes occurred
during 1986 in at least one major Soviet front
organization, as well as in key CPSU departments
and ministries responsible for planning and
implementation of active measures. Three of the
most impertant changes are discussed below:
reorganization of the leading bodies of the Helsinki-
based World Peace Council, leadership changes in
the CPSU International Department, and the
establishment of a Nonaligned Department in the

Ministry of Foreign Affairs.

Reorganization of the World
Peace Council

The World Peace Council (WPC) is the largest
and most important Soviet front organization set up
after World War II. It has members from at least
142 countries and, through various affiliated groups
and subsidiary fronts, can call upon a broad range of
supporters on a host of controversial international
issues.

One of the primary WPC means of mobilizing
support and coordinating activities with other
groups is overlapping membership. Thus, WPC
officials often serve on the boards and committees of
other fronts or activist groups. Many Soviet
officials who serve in the WPC and other fronts also
occupy prominent positions in the U.S.S5.R.’s
domestic academic, literary, scientific, and religious
bureaucracies.

The WPC works to unite communists with such
other social or political groupings such as socialists,
national liberation movements, and revolutionary
leaders from the Third World. In order to gain
acceptance and/or support of Soviet foreign policy
objectives outside the U.S.5.R.’s traditional
network of allies, the WPC is increasingly
developing contacts with groups that are not so
highly politicized (e.g., environmentalists,
professional and social organizations).

One of Moscow’s goals during the past year has
been to alleviate the stresses which had developed
since 1980 between hardline Soviet WPC officials
and noncommunist West European peace activists.
The hardliners had taken the position that only the

United States deserved criticism for arms control
and defense-related policies. Many prominent
noncommunist activists disagreed with this and
sought to place blame equally on the superpowers.
Moscow for years has waged an intense propaganda
campaign to discredit this “equal responsibility”
thesis and its supporters.

To help heal the rift with these peace activists,
the WPC, at Moscow’s behest, undertook a series of
reforms at an organizational meeting staged April
24-27, 1986, in Sofia. The key changes were:
reinstatement of the Office of Secretary General;
formal strengthening of the Bureau; and
enlargement of the Secretariat, Presidential
Committee, and presumably the Council as a whole.

The Secretary Generalship

Johannes Pakaslahti, a member of the strongly
pro-Soviet minority group of the Finnish
Communist Party, was elected WPC secretary
general at Sofia, thus reinstating a position that
had been eliminated in 1977. Romesh Chandra, a
Politburo-level member of the Communist Party of
India, had last occupied that position. When the
secretary generalship was eliminated in 1977,
Chandra was made WPC president. He still
occupies the presidency, but his power and
influence over the substance and direction of WPC
activity is now diluted with the elevation of
Pakaslahti. The latter can be expected to push
Moscow’s favored peace and disarmament program
to the forefront of the WPC’s agenda.

On the opening day of the WPC meeting in
Sofia, then-Soviet Committee for the Defense of
Peace (Soviet Peace Committee) chairman Yuriy
Zhukov noted that “a number of national peace
committees have recently put forth a proposal to
reinstate the post of WPC General Secretary who by
cooperating in a close tandem with the President
would be responsible for all day-to-day activities of
the Secretariat.” ! He went on to state that the
Soviet Peace Committee supported this proposal
and that, in view of the special importance of
cooperating with Western anti-war movements, a
European would be appropriate for the job. He then
stated that a member of the peace movement from






